
 
 

 

 
UNC Lineberger Cancer Network 

Learning Portal Partnership Policy Agreement  
  

I. Purpose 
 
The UNC Lineberger Cancer Network (UNCLCN) partners with organizations across the University of 
North Carolina and UNC Health, as well as other universities and organizations throughout the 
state of North Carolina. These partnerships further the mission of UNCLCN.  
 
A key resource UNCLCN maintains to meet this mission is the EthosCE platform for oncology-based 
education, resource administration, and event management. Ethos CE is licensed in such a manner 
that it may be shared with other individuals/groups within Lineberger to advance the missions of 
both UNCLCN and the UNC Lineberger Comprehensive Cancer Center.  
 
To ensure that our partners are provided with a platform that meets security, privacy, governing 
regulations, and accessibility standards, we require all incoming partners to agree to the following 
terms and conditions. 
 

II. Scope 
 
This policy applies to any party that hosts, manages, or administers content within the UNCLCN 
Learning Portal. 
 

III. Definitions 
 
Accessibility 
Refers to the design and implementation of the EthosCE learning management system in a way 
that ensures all users, including those with disabilities, can effectively access and utilize its features 
and content. 
 
Administrator 
Any individual UNCLCN Learning Portal user account with elevated content control privileges on the 
site. This may include content control of courses, groups, series, or site. Details for roles can be 
found on the vendor’s knowledge base.  
 
Branding 
Refers to the adherence to the visual and messaging standards set forth by the University of North 
Carolina at Chapel Hill and the UNC Lineberger Comprehensive Cancer Center. This includes the use 
of approved logos, color palettes, fonts, and other design elements to ensure a consistent and 
recognizable identity across all communications and materials. 
 

https://unclineberger.org/unclcn/about-unccn/mission-vision-values/
https://gocadmium.atlassian.net/wiki/spaces/ECE/pages/6259310/Roles+and+Permissions
https://identity.unc.edu/
https://identity.unc.edu/
https://unclineberger.org/about/branding/


 
 

Cadmium 
The vendor for the software-as-a-service platform EthosCE with which the UNC Lineberger Cancer 
Network contracts with to provide these services. 
 
Copyright 
The legal right granted to creators of original works, giving them exclusive control over the use, 
distribution, reproduction, and display of their creations. 
 
Designated Support Officer (DSO) 
Refers to an individual assigned to provide technical and administrative support for the EthosCE 
LMS and have access to vendor support queues for site-wide issues. The Designated Support 
Officer is responsible for maintaining system integrity, implementing updates, and providing 
training and resources to users as needed. 
 
EthosCE 
The robust, enterprise-level learning management system utilized by the UNCLCN Learning Portal. 
It is specifically designed to host and manage continuing education, events, and training resources 
efficiently and effectively. 
 
Instance 
Refers to a specific deployment or version of the EthosCE learning management system tailored to 
meet the needs of the UNC Lineberger Cancer Network and its partners.  
 
Partner 
Refers to any UNC department, organization, or university that collaborates with the UNC 
Lineberger Cancer Network to utilize the EthosCE learning management system for oncology-based 
education, resource administration, and event management. 
 
Protected Health Information (PHI) 
PHI refers to any information in the medical record or designated record set that can be used to 
identify an individual and that was created, used, or disclosed in the course of providing a health 
care service. 
 
UNCLCN (University of North Carolina Lineberger Cancer Network) 
Contractual owner of the EthosCE instance of the UNCLCN Learning Portal. UNCLCN is a 
department within UNC Lineberger Comprehensive Cancer Center’s Community, Outreach, and 
Engagement office. 
 
UNCLCN Learning Portal 
The learning management system that is supported by the UNC Lineberger Cancer Network team 
under the domain: https://learn.unclcn.org  
 
Users 

https://www.gocadmium.com/
https://learn.unclcn.org/


 
 

Individuals who have created accounts within the LMS. Users can include students, instructors, 
administrators, and external partners. Each user account is associated with specific roles and 
permissions that determine the level of access and functionality available within the system. 
 
WCAG (Web Content Accessibility Guidelines) 
A set of international standards developed by the World Wide Web Consortium (W3C) to make 
web content more accessible to people with disabilities. 
 

IV. Administrators and Content Managers Roles and Responsibilities 
 
Training Requirements 
All administrators and content managers must complete mandatory training provided by the 
Designated Support Officer (DSO) to effectively manage their assigned spaces within the EthosCE 
learning management system. 
 
Training will cover system functionalities, best practices, and compliance with security and privacy 
standards. 
 
Role-Specific Responsibilities 
Administrators and content managers are responsible for the content within their designated 
areas. This may includes creating, updating, and maintaining educational materials, events, and 
resources unless otherwise agreed to shared responsibilities with UNCLCN staff. 
 
Administrators will be provided with admin roles that abide by the principles of least privilege in 
accordance with their agreed upon EthosCE needs. UNCLCN will maintain the authority for 
assigning administrator roles and partners should not assign roles without prior approval or 
direction. 
 
Privacy and Data Protection 
Administrators and content managers must respect the privacy of the user database. User 
information is considered protected and subject to privacy standards. 
 
Administrators are prohibited from exporting, copying, or using user data for any purposes outside 
of record keeping or departmental administrative tasks. User data must not be sold, shared, used 
for external marketing, or any other non-administrative activities. 
 
Any misuse of user data will be subject to revoking of administrator privileges and review for 
sustainability of continued partnership. 
 
Compliance and Accountability 
Administrators and content managers are accountable for adhering to all relevant security, privacy, 
and accessibility standards set forth by governing bodies at UNC, UNC School of Medicine, and UNC 
Lineberger Comprehensive Cancer Center. 

https://www.w3.org/WAI/standards-guidelines/wcag/


 
 

 
Designated Support Officer (DSO) Requirements 
To become a DSO, individuals must complete the official EthosCE training course provided by 
Cadmium. Prospective DSOs must also attend further in-house training sessions with current DSOs 
to gain practical experience and knowledge. 
 
UNCLCN approval is required for the designation of a DSO, ensuring that the individual is fully 
qualified and prepared for the responsibilities of the role. UNCLCN may limit the number of DSOs 
to uphold the principles of least privilege, thereby enhancing site security. 

 

V. Partnership Agreements 
 
Compliance with Governing Body Regulations 
All partners must agree to abide by the regulations and policies set forth by the University of North 
Carolina at Chapel Hill, UNC School of Medicine, and the UNC Lineberger Comprehensive Cancer 
Center. 
 
Partners must also comply with all applicable local, state, and federal laws when providing content 
or hosting events on the EthosCE learning management system. 
 
Acceptable Content and Data 
Under no circumstances should Protected Health Information (PHI) be included in any data input or 
content creation. All departments must ensure that no PHI is shared, stored, or processed as part 
of this partnership. 
 
All data input and content must comply with the University of North Carolina at Chapel Hill’s data 
governance policy for non-confidential information. This includes adhering to guidelines on data 
privacy, security, and the appropriate use of non-confidential information 
 
Any content created under this partnership should not be explicitly intended for patient use. 
Patients are expected to create their own accounts and provide their personal information 
independently. Content should be designed for educational, administrative, or research purposes 
only, ensuring it does not solicit or require patient-specific data. 
 
Copyright and Content Approval 
Partners are prohibited from using copyrighted material without proper authorization. All content 
must be original or properly licensed for use on the platform. 
 
Before posting any content, partners must ensure that it has been reviewed and approved by the 
owning party to confirm that it meets all legal and ethical standards. 
 

https://datagov.unc.edu/about/policies-about-data/
https://datagov.unc.edu/about/policies-about-data/


 
 

Content Accuracy and Integrity 
Partners are responsible for ensuring the accuracy of their content. Given that the content may be 
viewed by the public, it is crucial to maintain high standards of factual correctness and reliability. 
 
Reputational Considerations 
The UNCLCN Learning Portal hosts content from various departments on a single platform. As such, 
partners must be mindful of the collective reputation and ensure that their contributions reflect 
positively on the network. 
 
Any content that could potentially damage the reputation of the UNC Lineberger Cancer Network 
or its partners will be subject to review and possible removal. 
 
Branding 
Partners must adhere to the branding guidelines set forth by the University of North Carolina at 
Chapel Hill and the UNC Lineberger Comprehensive Cancer Center. This includes the use of 
approved logos, color palettes, fonts, and other design elements to ensure a consistent and 
recognizable identity across all communications and materials. 
 
All content and materials must prominently feature the appropriate branding elements to maintain 
a unified appearance and reinforce the reputation and values of both the university and the cancer 
center. 
 
Any deviations from the established branding guidelines must seek approval or be subject to 
further review. 
 

VI. Accessibility 
 
Accessibility Standards 
All content and features within the EthosCE learning management system must comply with 
relevant accessibility standards of the WCAG 2.2. 
 
Inclusive Design 
Partners must adopt inclusive design principles when creating and updating content. This includes 
providing alternative text for images, ensuring video content is captioned, and using clear and 
simple language. 
 
Partner content should be navigable using assistive technologies, such as screen readers and 
keyboard navigation. 
 
Training and Resources 
Partners will receive training on accessibility best practices as part of their onboarding process. This 
training will be provided by the Designated Support Officer (DSO) and will cover how to create and 
maintain accessible content. 



 
 

 
Regular Audits 
UNCLCN will perform regular accessibility audits to ensure compliance with accessibility standards. 
These audits will identify any areas that need improvement and provide recommendations for 
enhancing accessibility. Partners are expected to address any accessibility issues identified during 
audits promptly. 
 
Support and Limitations 
The UNC Lineberger Cancer Network (UNCLCN) will assist partners in making their content 
accessible by providing guidance and support. However, UNCLCN may not be able to provide 
complete modifications to content that requires extensive accessibility adjustments. 
 
Partners are ultimately responsible for ensuring their content meets accessibility standards and 
may need to seek additional resources or expertise to achieve full compliance.  



 
 

Revision History 

Version 
No. 

Date Authors/Approvers Changes 

1 3/19/2025 Andrew/UNCLCN New Policy 

2 3/19/2025 Jon Powell/UNCLCN Added more detail to limits of 
exporting data 

3 3/21/2025 Andrew/UNCLCN Added admin role authority 

4 3/25/2025 Andrew/UNCLCN Added “Acceptable Content and 
Data” section and PHI definition 

5 4/10/2025 Tim/UNCLCN Modified first sentence in first 
paragraph to more broadly 
encompass the catchment area.  

6 8/11/2025 Andrew/UNCLCN Add Outline information 
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